XML-BASED EMERGENCY COMMUNICATION TECHNOLOGY (XBECT)

Emergency Communication Technology for

 Interoperability at Critical Incident Sites 

Abstract 

This proposal outlines new approaches to support emergency communication for 

responders whose collaboration could benefit by exchanging richer incident information. It will demonstrate the utility of emerging Public Safety Extensible Markup Language (XML) standards and how they can be used to provide interoperability and inter-connectivity to improve services among those interacting with the law enforcement community.  

We hope to utilize research advances in Internet and communication technology to address the specific needs of law enforcement.  XML has the potential to improve our efficiency and effectiveness, and to accomplish this goal we need to deploy and assess concrete applications using real emergencies.  We need to educate leaders who shape future technology environments by enhancing their awareness of strategic architecture and planning issues, and informing them of technological resources available.  

We propose to:  (1) create computer systems capable of providing new linkages and an infrastructure for rapidly responding to threats to survival, which can serve as a test bed and model for broader use; (2) obtain technical assistance on adopting XML technology; (3) improve methods of wireless mobile emergency communication, providing more usability and richer data, including putting maps, architectural drawings, aerial photos, video, and dynamic “redline markup” linked to databases in the hands of responders protecting “high risk” sites; (4) conduct action research in a field setting on how these systems can provide increased “situation awareness,” reduced response times, and greater safety to officers and the public;  and (5) understand the strengths and weaknesses of these tools, and educate leaders on the tools applicabilities.  

Our methodology is to utilize research on human factors, technology, failure analysis, and to deploy our prototype models using public-private collaboration with advisors including representatives of the Los Angeles Police Department (LAPD), California Highway Patrol (CHP), the Federal Bureau of Investigation (FBI), and leaders in technology.  We drew upon Exponent Inc., Intel Corporation, partners in a National Mayday Readiness Initiative, the Communications for Coordinated Assistance and Response to Emergencies (ComCARE Alliance), United States Department of Transportation (USDOT), Association of Public Safety Communication Officials (APCO) International’s Project 36 Interoperability Guidelines, and the Open Graphics Consortium’s Geography Extensible Markup Language Specification.  We plan to adopt ComCARE’s Automated Crash Notification XML Specification to link Public, Police, Fire, and Medical responders.  By developing and applying open standards and the latest technologies for public safety communication and emergency response, we can meet the future collaboration challenges more efficiently and effectively.
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TECHNICAL NARRATIVE 

I.   Nature of the Problem

A. There is a need to redesign the architectural framework for information sharing in order to provide both functional and semantic interoperability between public safety, other responders, and involved parties.  There is a need to re-examine the systems and interfaces between agencies (i.e. radio, optical signals, protocols, data syntax, and data format) and see where they can be enhanced using advanced Internet technologies such as the XML family of technology.  In light of the elevated risks that we face following the events of 9/11/2001, as well as risks posed by natural disasters, we need to find ways to enhance our communication infrastructure and to be able to collaborate more effectively to formulate rapid and effective responses to threats to survival.  In our state and many others, we have seen the benefits of Amber Alert systems with rapid dissemination and collection of information in response to a time-critical incident such as child abductions.  However, we still don’t harness the power of using XML-tagged data to increase the ability to process and access useful facts within these messages.  Imagine the ability to tag any phrase involving “MO” within a message narrative and having key elements of a message indexed, searchable, and able to trigger further action by manual or automated systems.  Imagine also having the ability to pipe emergency information two ways to multiple agents and provide remote functional processing by sharing computations from application to application via “web services.”  XML makes this possible.

B. Short term, there is an opportunity to use XML-tagged data and schemas to translate, convert, and provide two-way links between systems.  New Automated Vehicle Locator (AVL), E911 services for cell phones, which will contain Global Positioning information, combined with powerful Geographic Information Systems, Databases, and Internet-based content management tools, such as XML vocabulary, targeted to Public Safety should be able to provide significantly reduced response times, reduce risks, and produce more effective collaboration. However, most of our vehicles use outdated mobile digital terminals and no AVL.

C. Short term, there is a need to focus on political, financial, and administrative issues and to develop a consensus for agreement on critical information sharing and minimal standards that can be adopted and endorsed in a memorandum of understanding for members of a region.  There is a need to reassess the use of inconsistent 10 codes and work towards reconciling or at least being able to translate their meaning for use across multiple agencies.  There is a need to install a basic infrastructure for XML-based information exchange across multiple agencies responding to a critical incident.  We have acquired and configured hardware and started prototyping.  Now there is a need to move into a production mode.  Using only existing funds, it can only be done on a very limited basis.

D. Long term, there is an opportunity to develop comprehensive standards for content and workflow as well as providing new tools, such as Shared Spectrum and Software Defined Radio, which also uses XML to define functionality.

E. In Los Angeles County, we have identified a need to demonstrate how XML can be used to enhance interagency communication and have begun research on human factors, failure analysis, and technology that can enhance emergency communication and have created a prototype Oracle 9iAS internet portal.  We have identified a need to improve communication at two areas, which can be considered “high-profile sites,” such as the Federal Building in West Los Angeles and Universal Studios in Universal City, California.  We see a need to prove the viability of these concepts and to put better tools in the field where possible and are setting out to test these tools in actual work settings.  

II.   Goals and Objectives

     The goals of this project are to:  (1) develop an understanding of how to utilize advanced internet technology and human factors research to improve communication, man-machine interaction, decision-making, response to emergencies; and (2) to build tools that can support multiple agencies that need to interact to solve problems.  The project is investigating XML-based computer, video, and telecommunication technologies from a law enforcement perspective and a prototype Internet portal has been constructed.  The existing prototype can be directly applied to any Internet-linked mobile digital computer to support emergency communications by linking each other’s Internet-based applications in personally defined portal interfaces.  This would begin the creation of the new architectural framework needed for interoperability.

 

     We propose to demonstrate the feasibility and evaluate the strengths and weaknesses of these new technologies to support multi-agency communication and decision-making in emergencies by linking their web-based tools through a multi-agency portal.  To do this we will efficiently and securely route messages and packets of information using a “standardized” public safety XML vocabulary and “standardized” geographic information to specific responders and affected individuals in the Los Angeles area.

     The National Institute of Standards and Technology  (NIST) compiled a review of standardization efforts to facilitate Public Safety Interoperability and Information Sharing (Pietrasiewicz, 2002).  We believe that the 275 XML data elements that emerged from the reconciliation of the Rap Sheet Standards, Regional Information Sharing System (RISS), and Legal XML Court Filing specification can be utilized.  We are also interested in using some or all of the elements defined in the Templar/Informant Software, which is successfully being utilized in the Automated Regional Information Sharing System (ARJIS) in San Diego, California.  Los Angeles County has defined a potential  “incident” schema, which has been presented as a model for the nation.  This project will build upon those efforts and will further promote the use of XML standards and will show how XML can be utilized to provide richer incident information.  Additionally, it will demonstrate some specific hardware and software standards that can be applied to create intelligent and dynamic maps, forms, messages, incident “redline” markup, and video content and how other interagency communication can be integrated and routed over the internet through an “intelligent message broker” to support responders at critical incidents.

     Our existing portal is configured to link an XML publishing environment with a relational database.  It also has a rudimentary XML messaging system that illustrates how to use XML to provide Computer Aided Dispatch to Computer Aided Dispatch (CAD to CAD) messaging as specified in the APCO Project 36 guidelines.  It is currently designed to demonstrate a working example of “intelligent/database linked” Adobe’s PDF forms and can transfer data as entire documents or just XML-tagged data via e-mail.  It contains a means to query and summarize the data using a handheld wireless personal digital assistant.  Using this model, many forms could be built and data could be exchanged between many agencies.  We can also currently process other complex data sources such as web sites or data feeds from a mobile biometric feedback source such as a “heart monitor.”  We have two servers, one in Denver, Colorado, and another in Los Angeles, California; however, it is only a prototype, and we do not have sufficient funding to license it for use in a production mode. 

      We have invested $110,000 in the research phase.  This year we will take some of these ideas and techniques into a production mode deploying them at two (2) high-profile sites.  We are investing an additional $210,000 over the next two (2) years to deploy a small scale working XML-based ‘Geographic Security Portal,” an XML-based “intelligent message broker,” and a few wireless mobile handhelds and tablet computers, which utilize and showcase this technology.  It will enable us to begin to exchange rich emergency incident data, including architectural drawings, aerial photos, and layered maps through the internet for improved interaction between responders, multiple agencies, and affected individuals using cell phones, mobile computers, personal digital assistants, radio, pagers, e-mail, or web services.

     This software will allow multi-agency interchange of XML-tagged Geographic Information and the ability to use a “redline” Extensible Markup Language and relate dynamic markup of maps, datasets, video, audio to database elements and intelligently route them through an XML-based message broker via the Internet.

      The video logging and analysis component of this proposal can be a separate module and is not essential to the success; however, when XML is used with media analysis tools, a new level of storage, search, content editing, and access control is possible.  The key benefit of the Geographic Security Portal is its ability to link information contained in a database about jurisdictions, their roads, their buildings, rooms, contact people, and present that information to multiple responders.  Linking it and its meta data to a database or repository can enhance the utility of surveillance video and emergency incident video feeds.  XML can help query files for relevant video segments or to tag which information is routed to other responders.  Features such as “text recognition” can enable automated triggers to call particular video content to the attention of responders and can enable incident commanders to leverage technology to help seek or assimilate video from multiple sources.

 

III.   Approach

     This proposal describes a series of specific ideas relating to the implications of a

newly-emerging international standard called "XML."  It can have strategic significance to every information-based activity within the Los Angeles County Sheriff’s Department (LASD).  It can be thought of as a way to provide "better lane markers" on the information highway.   Many of us are already beginning to reap the benefits of this next generation of XML-enabled software products and services without even realizing it.  XML is a universal information organizer.  In simple terms, XML is an electronic document format and information management technology standard, which captures formatting, logical structure, and data.  It augments HTML and database functionality by adding information about the meaning of the elements contained in a document, not just how to display it.

     In order to evaluate and to increase the awareness of the advantages and disadvantages of utilizing XML and related technology, and demonstrate the applicability it can have for the production, storage, and dissemination of content for law enforcement information systems in the future and to construct a prototype that can be directly applied in mobile digital computers to support emergency communications, we have constructed a law enforcement portal using the Oracle 9i Application Server, two Dell 1650 computers and Oracle 9i Relational Database Management System and created some prototype applications, which can be used over the internet to provide enhanced communication. 

 

     In the first phase of our project, we compiled an extensive review of literature by working with Exponent, Inc. Consultants on the Federal Building in Oklahoma City, Oklahoma; 9/11/2001 World Trade Center attack; and the United States Army Land Warrior program.  We also worked with Dr. Ken Mazey, an expert in psychology of fear, by conducting field interviews about responding to critical incidents. 

     In the proposed project we plan to continue to research and deploy the prototype system that integrates an XML publishing environment with a content management system for documents and other data sources involved in emergency communications. This year, using Los Angeles County funds, we will add a functional Geographic Information Portal and an “intelligent message broker” software that uses XML.  We need additional funds to deploy our Oracle-based Portal and to acquire Virage Video Logger and Distribution tools.

     One distinguishing feature of our approach is that it will include analysis of mental models and errors in judgment, decision-making and communication, and will consider usability and effectiveness of these new tools, so we can begin to design improved man-machine interfaces for communication and problem-solving in emergency situations.  The results of the “failure analysis” and emergency decision-making research can be used to create improved and more realistic simulations for training in emergency situations.  By teaching about reactions to threats and successful and unsuccessful decision-making scenarios, we can increase the quality of service and reduce accidents and liabilities. 

     We will also develop and provide a symposium on human factors in responding to threats to survival, emerging emergency communication technologies, and how public safety can utilize XML as a foundation for information sharing and interoperability in the future.  The training and symposium will not be funded with this grant.

     Another distinguishing feature of our approach is that we plan to utilize XML as a video content management tool and integrate relevant video with incident and geographical information.  In 1999 the Office of Advanced Analytical Tools of the Central Intelligence Agency (CIA) demonstrated the capabilities of an “Intelligence Community Extensible Markup Language Prototype” and found that XML was well-suited for the management of intelligence content.  A “U.S. intelligence agency” has used XML-enabled video content management systems to capture, catalog, and analyze events as they unfold and to support critical situation briefings for officials in the intelligence community around the world.  The Cable News Network (CNN), FBI, The Harvard Business School, Lockheed Martin, and National Aeronautics and Space Administration (NASA) are also users of this video content management technology.  We would like an opportunity to use Virage Video capture, analysis, and distribution technology initially to support emergency response and eventually for all video applications.

IV.  Task Breakdown

1. Strategy Stage

a. Identify domain experts and contacts for Federal Building and Amusement Park (Universal Studios)

i. Include contacts for Los Angeles County Fire Department

ii. LASD West Hollywood Station

1. Universal Studio Substation Detail

2. Federal Building Detail

iii. LASD Emergency Operations

iv. LASD Communication and Fleet Management

v. LASD Data Systems (Network, System Development, Management Information Systems (MIS) Details)

vi. LAPD West Los Angeles

vii. FBI West Los Angeles and Universal City

viii. CHP – Los Angeles Dispatch

ix. CHP Sacramento, web team

x. CHP/State of California – Emergency Digital Information Service (EDIS) system

xi. University of California, Los Angeles (UCLA) Campus Police

xii. Federal Police

xiii. Immigration and Naturalization Service (INS)

xiv. School Police – Brentwood School Site

xv. Metropolitan Transit Authority

xvi. Universal Studios Private Security

xvii. Other stakeholders

b. Obtain permissions and necessary approvals of involved parties

c. Begin background checks on contractors

d. Begin procurement process for hardware, software, and contractors

e. Define boundaries for video content and management data

f. Define internet portal information requirements

g. Define Geographic Security Portal Functionality and select key XML schemas to be implemented

i. General Public Safety XML

ii. Rich Incident Data for Inter-Agency Communication XML Schema

iii. Video Content Analysis XML for Law Enforcement Schema

iv. Alert XML Schema (for Amber Alert or other broadcasts)

v. Automated Crash Notification Schema (See ComCARE model)

h. Define administrative approach to gain support for multi-agency XML

i. Draft proposal for a Memorandum of Understanding among Los Angeles area agencies

j. Report monthly to advisory panel

2. Analysis Stage

a. Define application functions for each area

b. Define information requirements and data structures to be used in database including definition of “rich incident data”  (e.g.. Rich incident data includes “redline extensible markup” associated with location information and includes video feed, tagged meaning on key elements, etc.)

c. Define user interfaces

d. Define network and distributed data requirements

i. Define messages with LAPD

ii. Define messages with FBI

iii. Define messages with CHP 

1. Create link to CHP incident data on their Internet site.

iv. Define messages with private security

e. Obtain architectural drawings for facilities in target areas

f. Obtain Environmental Systems Research Institute (ESRI) map data for facilities in target data

g. Report monthly to advisory panel

3. Design Stage

a. Develop prototypes and present to domain experts

b. Validate and check accuracy of models

c. Convert ESRI map data to open GML format for broader consumption

d. Report monthly to advisory panel

4. Build Stage

a. Code specific functions and messaging interfaces

b. Put evaluation computers in patrol cars

c. Put evaluation handheld computers in hands of officers

5. Transition Stage

a. Train personnel on use of tools

b. Test in simulated environment

c. Assess capabilities, strengths. and weaknesses

d. Revise and redesign as needed

e. Report monthly to advisory panel

6. Maintenance/Evaluation Stage

a. Monitor use in actual field setting

b. Prepare educational program for expansion to broader use

c. Report monthly to advisory panel and final report to National Institute of Justice

V.   Milestones

1. Q3 2003 - Complete feasibility report and system strategy document  

2. Assemble group of interested agencies 

3. Q3 2003 - Compete detailed application requirements document

4. Q3 2003 - Complete detailed system design documentation

5. Q4  2003 - Complete system application

6. Q4 2003 - Train users

7. Q1 2004  - Deploy system in field

8. Q1 2004  - Evaluate in simulated environment

9. Q2 2004 - Evaluate in real field setting

10. Q2 2004 - Obtain agreement on XML standards for emergency                                                                                                      communication among group of agencies

11. Q2 2004 - June 30, 2004, Complete final report

VI.   Implications

     This XML-based publishing environment could be used as architecture for future content management, advanced distributed learning technology, and emergency communications systems.  This particular project will demonstrate applicability of XML-based tools for protecting government buildings, schools, and amusement parks.  It will pave the way to building a more efficient and effective use of maps, databases, architectural drawings, and mobile computing devices to help emergency responders gain better “situation awareness” and more safely protect themselves and the public from threats to survival. 

     It can provide a bridge between systems and more effective access to information otherwise locked up in text and forms that aren’t linked to databases. Using XML, we can build systems that are secure, private, scalable, sustainable, supportable, extensible, flexible, modular, open source, and standards-based.  We hope to demonstrate that XML can eventually be used to “tag” many, if not all, communications, including forms, reports, transactions, radio, mobile digital device displays, teletype messages, multi-media data, and course content.

VII.   Resumes

Exponent Failure Analysis Associates

5401 McConnell Avenue, Los Angeles, California 90066

310-823-2035

www.exponent.com
Douglas E. Young, Ph.D., Senior Managing Scientist

Exponent employs more than 185 Ph.D.-level scientists and engineers throughout a network of 18 regional offices.  Multidisciplinary teams provide breadth and depth in more than 70 different disciplines unique to analyzing these types of threats.  Specifically, Exponent has groups of environmental scientists and engineers, toxicologists, physicians, and epidemiologists (threats via water, food, and air), civil and structural engineers (susceptibility and protection of buildings, bridges, tunnels, dams, nuclear reactors, and industrial structures), mechanical and chemical engineers (facility and process protection), electrical engineers (protection of information systems), aeronautical engineers (evaluation of airborne threats), as well as, risk analysis and statistical experts (resource allocation).

Dr. Young addresses issues related to human performance, human factors, and ergonomics in accident analysis and prevention.  His current research includes effectiveness of warnings, as well as the analysis of human error and its determinants, including information processing, perception, memory, attention, stress, and training.  Dr Young is a professor in Kinesiology at the California State University in Long Beach, California, and was a research consultant with the Veterans Affairs Medical Center in Long Beach, California, and the Association of Scientific Advisors, Inc.

Exponent scientists evaluate human performance and safety in product and system use.  Consultants study how the limitations and capabilities of people, including memory, perception, reaction time, judgment, physical size, and dexterity, affect the way they use a product or participate in an activity.

Exponent’s Technology Development practice assists military clients to stay current with and benefit from rapidly evolving civilian technologies.  By drawing on  multidisciplinary engineering, testing, failure analysis, and prevention expertise, Exponent identifies and leverages the best in commercial off-the-shelf (COTS) technologies from the private sector to create integrated combat systems and modules cost effectiveness.

Virage Inc.

411 Borell Avenue, Suite 100 South, San Mateo, California 94402

Phone:  949-706-0114  fax:  949-706-0115

www.virage.com
Incorporated in 1995, Virage is a leading provider of video and rich communication software.  Virage builds integrated rich media business solutions for corporations, government agencies, media, entertainment companies, and universities worldwide.  Virage solutions allow content owners to efficiently digitize, manage, retrieve, and distribute video and other rich media assets for improved productivity, cost savings, and communications.  Virage Solution Server, an XML-based software platform, enables easy access, sharing, management, and publishing of video and other rich media.  Virage has offices throughout the United States and Europe.  Virage technology is used in government by:  Centers for Disease Control, Federal Bureau of Investigation (FBI), Library of Congress, National Aeronautics and Space Administration (NASA), Sandia National Labs, State of Iowa, United Nations, United States Army, United States Navy, United States Senate, Classified United States Government Agencies, as well as, National Intelligence Council of Peru (CNI).

TUSC

215 Union Boulevard, Suite 100

Lakewood, Colorado 80228

303-985-2213

www.tusc.com
Eric E. Linneman, Management Consultant 

linnemane@tusc.com
TUSC is a world recognized expert in Oracle consulting.  TUSC employees combined have authored more than 40 Oracle-based books for a number of publishers, including Oracle Press and Osborne/McGraw-Hill.

TUSC is an Oracle-Certified Partner for both technology and applications.  In 2002 Mr. Linneman developed an internet portal demonstrating the use of XML-based technologies for the Los Angeles County Sheriff’s Department.  In 2002 TUSC was named Internet Platform Partner of the Year and also was honored with the Consultant of the Year by Oracle magazine.  TUSC provides Oracle core technology classes in state-of-the-art training facilities in Chicago, Illinois, and Denver, Colorado.

Kelar Corporation

5456 McConnell Avenue, Los Angeles, California 90066

310-862-1305

www.kelar.com
Ed Maghboul, Vice President

Ed.maghboul@kelar.com
Mr. Maghboul has 19 years experience and in 1987 received a Bachelor of Science degree in Business Administration from National University, Los Angeles, California.  Through him, Kelar provides a wide range of expertise including installing, supporting, and customizing hardware and software for CAD/GIS/CAFM Stations, Local Area Networks (LANs), and work stations, as well as, high-level technical support of clients, system assembly, and testing for local and remote locations.  Mr. Maghboul manages the GIS Application Development Division and the Geographic Security Portal (GSP) application, as well as the AviSoft, an airport resource and tenant management application.  He also heads existing projects with Massachusetts Port Authority (Massport) and Los Angeles World Airports (LAWA).

Intel

5200 N.E. Elam Young Parkway, Hillsboro, Oregon 97124-6461

503-677-6647

www.intel.com

Gary Haycox, Director Strategic Initiatives

Gary.s.haycox@intel.com
Mr. Haycox leads Intel’s National Emergency Messaging System Initiative and is active in ComCARE Alliance, National Mayday Readiness Initiative, and Automated Crash Notification XML Committee.  He works closely with support companies such as Autodesk for Geographic Information System Technology, Acuo for Intelligence Message Broker Tools, and Kelar’s security application.  Mr. Haycox provided volunteer consulting and also enlisted support for the Los Angeles County Sheriff’s Department’s Emergency Communication Project and planned symposium.

Autodesk

111 McInnis Parkway, San Rafael, California 94903

415-507-6231

www.autodesk.com
Peter Southwood, Territory Solutions Manager (Web and Mobile)

Autodesk is a member of the Open GIS Consortium.  Their tools form an integral part of the move to open standards such as Geography Extensible Markup Language.  Autodesk’s Redline Extensible Markup Language will be used to convey rich dynamic incident data to patrol cars and handheld computers.

Wayne E. Clark, Data Systems Coordinator

Los Angeles County Sheriff’s Department

11515 S. Colima Road, Bldg. F-114, Whittier, California 90604

562-946-7803

weclark@lasd.org
Mr. Clark joined the Los Angeles County Sheriff’s Department in 1991 as a Technical Manager-Sheriff’s Executive Support System Project and supervised a systems development group.  He has planned and evaluated proposals, negotiated and reviewed performance of outside system integrators, vendors, and consultants.  Mr. Clark has also performed systems design, hardware and software evaluation, systems administration, technical support, and training.  He has nine (9) years experience as an administrator in Accounting and Administrative Computing at University of California, Los Angeles (UCLA).  Mr. Clark attended a doctoral program in Education Administration and completed all coursework and written comprehensive exam towards a Ph.D. (1997) at    UCLA.  He holds a Masters of Arts in Education from the University of Michigan (1977).  Mr. Clark also provided technical leadership for Emergency Communication Technology and Human Factors Research Project using XML for public safety.  
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